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Summary:	  
	  
Ø  Uncertainty:	  Some	  informa+on	  of	  the	  system	  conﬁgura+on	  may	  be	  uncertain	  
Ø  Robustness	  Analysis:	  	  Study	  how	  outputs	  of	  model	  change	  given	  perturba+ons	  (e.g.,	  
environmental	  changes,	  unexpected	  events,	  es+ma+on	  errors)	  in	  inputs	  of	  model	  
Ø  Dynamic	  Models:	  	  Represent	  systems	  that	  evolve	  over	  +me	  due	  to	  ac+ons	  and/or	  external	  
events	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Goal:	  How	  to	  make	  our	  systems	  more	  resilient	  against	  large	  perturba6ons?	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Relevance	  to	  Resilience:	  
Ø  Check	  whether	  conclusions	  drawn	  from	  
model	  are	  robust	  against	  perturba+ons	  
Ø  Determine	  whether	  changes	  in	  system	  
design	  improve	  system	  robustness	  
Ø  Make	  tradeoﬀs	  between	  robustness	  
and	  func+onality	  
	  
Relevance	  to	  System	  Design:	  
Ø  For	  model	  builders,	  who	  design	  and	  debug	  models:	  What	  are	  the	  “weak”	  points	  of	  model	  
that	  may	  contribute	  to	  large	  varia+ons	  in	  output?	  What	  components	  we	  can	  change	  to	  
improve	  model	  robustness?	  
Ø  For	  decision	  makers,	  who	  use	  and	  evaluate	  models:	  What	  are	  the	  causes	  of	  certain	  
decisions	  being	  made	  based	  on	  the	  model?	  How	  conﬁdent	  are	  we	  in	  the	  decisions	  against	  
uncertainty?	  
	  
Related	  Publica<ons:	  	  
Ø  Hei	  Chan,	  Sensi+vity	  Analysis	  of	  Probabilis+c	  Graphical	  Models,	  Verlag-­‐Muller,	  2009.	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SR-­‐Model	  	  (Schwind	  et	  al.,	  AAMAS	  2013)	  
	  
Ø  Dynamic	  systems	  
Ø  Mul+-­‐agent	  systems	  
Ø  Constraint-­‐based	  systems	  
Ø  Flexible,	  can	  add/delete	  agents/constraints	  
Resistance 
 
 
 
Summary:	  
Ø  Several	  proper+es	  to	  characterize	  the	  resilience	  of	  dynamic	  systems	  (l-­‐resistance,	  <p,q>-­‐
recoverability,	  f	  -­‐func<onality,	  s-­‐stabilizability)	  	  
Ø  Very	  important	  framework	  for	  the	  design	  of	  “robust”	  dynamic	  systems	  in	  many	  ﬁelds	  
Open	  problems:	  
Ø  Theore<cal	  complexity:	  given	  a	  dynamic	  system	  and	  some	  ﬁxed	  parameters	  l,	  p,	  q,	  f	  ,	  s,	  does	  our	  
dynamic	  system	  sa+sfy	  all	  proper+es	  listed	  above?	  	  
Ø  Op<miza<on	  problems:	  if	  our	  dynamic	  system	  must	  be	  f	  -­‐func+onable	  and	  s-­‐stabilizable,	  how	  
recoverable	  can	  it	  be?	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Abstrac<on	  of	  problems:	  SR-­‐Model	  
Ø  Mathema+cal	  founda+ons/models	  
Ø  Symbolic	  representa+on	  (Ar+ﬁcial	  
Intelligence)	  
Design	  of	  resilient	  systems:	  
Ø  Uncertainty	  
Ø  Robustness	  analysis	  
Ø  Dynamic	  models	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Example:	  Bayesian	  networks	  
Summary:	  
Ø Bayesian	  networks	  can	  be	  used	  to	  model	  uncertain	  and	  dynamic	  systems	  
Ø For	  robustness	  analysis,	  compute	  deriva+ves	  of	  probabili+es	  of	  interest	  w.r.t.	  parameters	  
Ø Find	  solu+ons	  where	  parameter	  changes	  can	  enforce	  query	  constraints	  
Ø Experts	  can	  make	  guarantees	  of	  systems	  resilience	  in	  the	  face	  of	  unexpected	  events,	  or	  
whether	  changes	  in	  system	  design	  will	  aﬀect	  current	  conclusions	  
Applica<on:	  Cybersecurity	  
Summary:	  
Ø A	  set	  of	  devices	  (servers,	  laptops,	  tablets)	  
must	  work	  to	  provide	  service	  to	  ci+zens	  
Ø Hackers	  try	  to	  aKack	  units	  to	  bring	  down	  
service	  
Ø Administrators	  take	  ac+ons	  (upgrade,	  ﬁx)	  to	  
keep	  devices	  working	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